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Problem set 1

• Will posted today

• You have till Thursday (1Feb) 6pm to submit it on Collab.



Last time

• A bird’s eye view of the topics

• The Kerckhoffs's principle 

• Caesar and Jefferson ciphers

• Defining encryption formally

• Information theoretic (perfect) vs. computational secrecy

Today



Defining secret-key encryption formally



The setting

• Encryption happens just once (but maybe for a very long message).

• Enc and Dec both just take the secret key (no extra randomness)

• (We will use a more general definition later on..)



Defining Perfect Secrecy 1st try 
(semantic secrecy)
• Idea: the ciphertext does not change what Eve knew about plaintext.



Probability (Basics)

• Distributions and random variables



Probability (Basics)

• Conditional distributions, and independent random variables





A scheme with perfect semantic security

• One Time Pad (OTP) scheme:

• What is wrong with OTP?



Shannon’s theorem: 
Perfect semantic secrecy requires “long” keys



Defining Perfect Secrecy, 2nd try
(perfect indistinguishability)
• Idea: Eve cannot guess the message, even if she knows 𝑚 ∈ {𝑚0, 𝑚1}



Perfect semantic secrecy and 
perfect indistinguishability… are equivalent!



Relaxing perfect indistinguishability :
(statistical indistinguishability)

• Idea: Eve cannot guess the message with probability 
1+𝜀

2
even if she knows 𝑚 ∈ {𝑚0, 𝑚1}



Shannon’s theorem: 
Statistical indistinguishability ..still needs “long” keys!



Computational Secrecy



How to rely on computational complexity?


